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Recent empirical indicators demonstrate that the digital economy is expanding at an unprecedented pace,
establishing a digital ecosystem that has become a major driver of economic productivity, innovation, and
commercial competitiveness. Electronic payment systems, as one of the most influential pillars of this
transformation, have revolutionized consumer-supplier interactions by enabling instantancous financial
transactions, removing geographic constraints, and minimizing procedural burdens. These methods provide
notable advantages such as transaction speed, operational flexibility, and cost-efficiency. Nevertheless, despite
their economic potential, electronic payment systems continue to raise significant legal and technical challenges
related to consumer protection, cybersecurity vulnerabilities, regulatory capacity, and data confidentiality. Thus,
the debate shifts toward examining whether existing legal frameworks can adequately guarantee both
transactional efficiency and security in digital environments. This paper investigates the conceptual foundations
of electronic payment mechanisms, their legal characterization in national and comparative legislation, and their
role 1n shaping a more dynamic and sustainable digital economy. The study seeks to evaluate the extent to
which these systems effectively meet consumer expectations, facilitate financial inclusion, and contribute to
broader national economic development.
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Introduction:

The digital revolution that is witnessed by the world recently has touched all vital domains and changed either
various aspects of human life. This has led to the point where the economies of nations are increasingly taking
place within a virtual space. The rise of technological industries, along with the rapid and astonishing development
in digital technologies, has made electronic platforms and communication networks the key drivers of international
trade. This shift has captured the attention of consumers who are eager for greater speed and efficiency in
acquiring their needs—especially within the vast scope of consumer contracts.
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In light of the growing digital economy, one of the most prominent legal challenges has been the need to improve
and advance consumers' financial commitments and transactions. This mvolves seeking technical means that
ensure a gradual shift away from traditional payment methods, which often pose burdens and risks to consumers,
toward modern electronic payment methods. These digital tools have become a contemporary experience and a
turning point in how consumers fulfill their financial obligations, thereby contributing to the pursuit of economic
development.

Accordingly, the main question arises: What are electronic payment methods? How significant are they in the
development of the digital economy and the achievement of economic growth? And to what extent do they satisty
consumer needs in the context of electronic commerce?

1. The Nature and Forms of Electronic Payment Systems

In this section, we aim to shed light on the most significant contributions of jurisprudence and legal scholarship in
enriching the conceptual framework of electronic payment methods. This will include an overview of the legislative
definitions, followed by a presentation of the most common and widely used types and forms of electronic
payment systems in the context of the digital economy.

1.1 The Concept of Electronic Payment Methods

An electronic payment is essentially the process of transferring money to pay for goods and services through digital
means, typically via computers, the internet, or any other data transmission technology. Article 06 of the Algerian
Electronic Commerce Law No. 18/05 defines an electronic payment method in its sixth paragraph as:

"Any payment method authorized under the applicable legislation that allows its holder to make payments either in
proximity or remotely through an electronic system."

This definition is largely in line with those found in comparative legislative frameworks. For mstance, Article 2 of
the Tunisian Electronic Commerce Law defines an electronic payment method as:

"A method that enables its holder to perform direct remote payment operations through public communication
networks."

To complete this conceptual overview, the terminological framework of electronic payments cannot be fully
understood without considering their key characteristics. Therefore, the following sections will explore the main
features specific to electronic payment methods.

1.1.1 Characteristics of Electronic Payment Methods

Electronic payments have a distinct nature, characterized by a set of features that make them a unique and modern
mechanism for fulfilling financial and monetary obligations. These characteristics align with the evolving concept of
the digital economy and electronic commerce, and can be summarized as follows:

a) International Nature:

Flectronic payment methods are universally accepted and widely recognized across the globe. They are used to
settle accounts in transactions conducted within cyberspace between users regardless of geographic location.

b) Use of Electronic Money:

Electronic payments involve the use of electronic money, which refers to a monetary value stored on a card with a
digital memory, or on the primary memory of the institution managing the exchange process.

¢) Remote Transaction Capability:

This method 1s primarily employed to settle electronic transactions remotely, where contracts are concluded
between parties separated by physical distance—typically via the internet. This leads to the reduction of spatial
barriers by enabling the exchange of electronic information and data. Wireless communication networks play a
crucial role 1n this process by allowing the i1ssuance of payment orders based on electronic mputs that facilitate
direct contact between contracting parties.

d) Payment Modalities:
Flectronic payment can be executed in two ways:

Through dedicated electronic funds, where payment is completed via deduction from preloaded electronic
money—as In contracts involving advance payment.
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Through regular bank cards, where the amounts are not preloaded but are debitable through other instruments
such as checks.

e) Banking System Infrastructure:

The effectiveness of electronic payments requires a banking system equipped to handle such operations. This
includes the necessary technological infrastructure to facilitate remote transactions and enhance trust and
convenience among the parties involved.

f) Network Types:
Flectronic payments are conducted through two types of networks:

Private Networks, where communication 1s limited to the contracting parties, typically based on existing financial or
commercial relationships.

Public Networks, which operate on an open system allowing transactions between individuals regardless of whether
prior relationships exist.

1.2 Forms of Electronic Payment Systems

Technological advancements and the parallel surge in consumer interest in digital and automated platforms,
especially those designed for e-commerce, have raised the issue of how to settle such commercial and consumer-
oriented transactions. As a result, electronic payment methods were innovated as modern alternatives to traditional
financial settlement mechanisms. These methods take many forms:

1.  Klectronic Transfers

This method nvolves transferring a certain amount from the debtor’s account to the creditor’s account. This
process 1s managed by an entity supervising the electronic payment process, usually a bank.

1.  Plastic Money (Bank Cards)

Plastic magnetic cards are issued by banks for clients to avoid carrying physical cash. Common examples include
Visa, MasterCard, and American Express. These bank cards come in several forms:

e A) ATM Cash Cards

Issued to reduce crowding at bank counters, these allow clients to withdraw money outside banking hours via
ATMs using a 4-digit PIN. The ATM offers various options and provides a receipt with transaction details.

e B) Charge Cards

A form of electronic payment used in online banking, also known as ATM cards, where the credit period does not
exceed one month. Clients must repay the amount within the month.

e () Smart Cards

Prepaid plastic cards with embedded chips, used mainly for small transactions. They can be reloaded and require a
card reader at the merchant’s location.

e D) Credit Cards

These contain magnetic strips with readable (non-encrypted) data. The issuing entity allows clients to purchase
goods/services, paying the merchant directly and later collecting from the cardholder with a 19 interest charge.
These are issued only to those with sufficient deposits or stable income. Cards have usage limits, a personal photo,
a hologram to detect counterfeits, and a signature strip.

.  FElectronic Checks
These are digital equivalents of traditional paper checks, containing:
e Check number
e Payer’s name and account number
e Bank name

e Beneficiary’s name
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e  Amount

o Currency

e Validity date

e Flectronic signature and endorsement
Key systems:

o ESTC: Adopted by a group of U.S. banks, allows consumers to use various electronic methods using the same

checkbook.
e Cyber Cash: A U.S.-based electronic check system, but does not allow payment method flexibility like ESTC.
iv.  Banking Electronic Channels

These include telephone banking, electronic clearing, and internet banking. Services are available 24/7. Users
verify their identity with a PIN and a known phone number to request transfers for online purchases.

v. Flectronic Money
There are many legal and scholarly definitions. Two notable ones:
o Scholarly definitions:
o Digital units transferred between accounts, stored on smart cards or PCs.
o Prepaid or account-free digital value accepted broadly as a payment tool.
¢ Legal defimitions:

o Basel 1998 Conference: Prepaid value systems enabling payments via special devices or over open networks
like the internet.

o FKuropean Central Bank: Stored monetary value on a technical medium used broadly for payments without a
linked bank account.

o French Law (2013/100): Electronic value issued against money transfer, accepted by individuals other than the
1ssuer.

2. Securing Electronic Payments

‘While e-payment systems simplify transactions and improve financial commitments, they are not without risks to
consumers, merchants, and suppliers. These risks require both legal and technical safeguards.

2.1 Risks Associated with Electronic Payments
2.1.1 Misuse by Cardholders

e Using forged documents to obtain cards
o Using expired or canceled cards
e (Collaborating with merchants or employees to exceed withdrawal limits

e Depositing bad checks through POS and cashing them before interbank reconciliation
2.1.2 Misuse by Others

o Theft or loss of card or PIN

e Forging or stealing credit cards

e Misuse with the cardholder’s consent (e.g., lending the card and later denying transactions)
2.1.3 Bank Employee Manipulation

o Creating fake card numbers or fraudulent websites to intercept transactions.

2.2 Securing Electronic Payments: Legal Protection

1198 - www.imcra.az.org, | Issue 12, Vol. 8, 2025
Adopting Electronic Payment Systems as a Strategic Mechanism for Sustainable Economic Development in the Digital Era
Hairech Noureddine; Teldja Badra




Sci. Educ. Innov. Context Mod. Probl.| ISSN p (¢): 27900169; 27900177 CIMCRA

Focus here is on civil legal responsibilities, especially concerning payment cards.
2.2.1 Bank’s Responsibility Toward Cardholder

e Contractual breach: If the bank fails to settle a merchant’s claim, resulting in harm to the consumer (e.g.,
seizure of assets), the bank is liable to compensate.

e TFailure to act on opposition notice: If the card is stolen/lost and the consumer reports it, the bank must notify
merchants and block transactions. Any use afterward is the bank’s liability.

o TFailure to verify identity or safeguard data: If the bank discloses data or doesn’t check the cardholder’s identity
properly, it bears full responsibility for fraudulent withdrawals.

2.2.2 Bank’s Responsibility Toward the Merchant

o If the bank fails to pay invoice amounts, leading to damages (e.g., creditor seizures), the merchant can demand
compensation.

e If the bank fails to inform the merchant about stolen or forged cards, it 1s liable unless the merchant is proven
complicit.

2.2.3 Merchant’s Responsibility Toward the Cardholder
¢ Contractual liability: For violating obligations like exposing cardholder data or signature.

e Tort hability: For discriminatory treatment between card users and cash-paying customers (e.g., offering no
benefits despite choosing electronic payments).

Conclusion

Flectronic payment systems have added real value to consumers by enhancing financial efficiency and improving
online payment processes, boosting the digital economy and e-commerce. However, legal frameworks must
continue evolving to protect users.

Key takeaways:

o The digital economy should not grow at the expense of consumer rights, especially regarding legal protections
during transactions.

e E-payment systems have revolutionized financial performance but must also ensure security, particularly in legal
terms.

o There is a need for judicial specialization in electronic liability.
e  Criminal law or e-commerce law must explicitly criminalize violations like data leaks or electronic fraud.

e The Algerian government must offer incentives to promote digital payments and absorb parallel market cash
mto the formal economy.

o Internet speed and reliability are critical; poor infrastructure undermines advanced payment systems.
Methodology
This research employs a qualitative analytical methodology based on:

Comparative legal analysis of Algerian legislation (Law 18/05), Tunisian e-commerce regulation, and European
digital payment directives.

Doctrinal legal research, involving the examination of jurisprudence, legal opinions, and scholarly legal
commentary relating to digital transactions.

Documentary review of reports by international financial institutions (e.g., World Bank, IMF), e-commerce
market analyses, and cybersecurity standards.

Case-driven evaluation, referencing real-world examples of digital payment adoption by e-commerce platforms
and banking institutions.
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The approach aims to establish a deeper understanding of both regulatory frameworks and practical realities
associated with electronic payment mechanisms in a digital economic environment.
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