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Abstract

The rapid expansion of digital governance has fundamentally transformed information into a critical strategic asset
within public administration, where institutional legitimacy, service continuity, and legal accountability increasingly
depend on secure electronic document management systems and resilient information infrastructures. In this evolving
environment, the primary challenge extends beyond ensuring operational continuity to safeguarding the legal validity,
authenticity, and evidentiary durability of electronic records throughout their entire lifecycle. This study develops an
integrated analytical framework that conceptualizes information security and long-term digital preservation as
mterdependent governance domains rather than isolated technical or archival functions. Drawing upon a
multidisciplinary approach, the research combines formal-legal analysis, comparative institutional assessment, and
standards-based evaluation aligned with international frameworks, including ISO/IEC 27001, ISO 15489-1, OAIS
(ISO 14721), the NIS2 Directive, and eIDAS regulation. The methodology incorporates threat-informed analysis
supported by global cyber risk evidence (ENISA, IBM, Verizon), alongside a criteria-based evaluation of technological
architectures, including centralized repositories, hybrid preservation models, and distributed ledger technologies. The
findings reveal that public-sector electronic document ecosystems are exposed to complex, multi-dimensional risks
arising from both external cyber threats and internal governance deficiencies. These include unauthorized access, data
manipulation, system disruption, evidentiary degradation, and long-term validation challenges. The study demonstrates
that effective protection requires the integration of legal norms, institutional mechanisms, and advanced technical
controls, such as identity and access management, cryptographic verification, auditability, and preservation-oriented
metadata systems. Furthermore, it critically evaluates blockchain technologies, concluding that while they may enhance
registry transparency and integrity in the short-to-medium term, they remain unsuitable as standalone solutions for
long-term archival preservation due to evolving cryptographic risks and governance limitations. The article contributes
to the literature by proposing a hybrid governance model that integrates security, archival science, and regulatory
alignment to ensure sustainable digital preservation and evidentiary reliability in public governance systems. It provides
policy-relevant insights for governments undergoing digital transformation and regulatory harmonization, particularly
within European integration contexts.
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Introduction

Digital transformation has redefined the role of information within public governance, elevating it from a passive
administrative resource to a foundational pillar of institutional functionality, transparency, and accountability. Contemporary
public administration increasingly relies on complex electronic document management systems, integrated databases, and
mterconnected information infrastructures that support decision-making processes, service delivery, and legal
documentation.

However, this transformation introduces a fundamental challenge: ensuring that electronic records maintain not only
operational accessibility but also long-term legal validity and evidentiary reliability. Unlike traditional paper-based systems,
digital records are inherently vulnerable to technological obsolescence, metadata degradation, cryptographic instability, and
cyber threats, all of which may compromise their authenticity and usability over time.

This challenge 1s particularly acute in jurisdictions undergoing regulatory modernization and alignment with international
frameworks, where inconsistencies in legal provisions, institutional fragmentation, and limited interoperability can
undermine both system integrity and public trust. Simultaneously, the global escalation of cyber threats—particularly targeting
public institutions—has intensified the need for robust, integrated governance models that address both immediate security
concerns and long-term preservation requirements.

Against this backdrop, the present study addresses a critical research question: How can public governance systems
effectively mtegrate legal frameworks, international standards, and technological architectures to ensure both information
security and long-term evidentiary preservation of electronic documents?

Literature Review

The governance of electronic records is situated at the intersection of three primary scholarly and practical domains:
iformation security governance, digital preservation, and regulatory frameworks for trust services and cybersecurity.

The information security perspective conceptualizes protection through the classical triad of confidentiality, integrity, and
availability (CIA), operationalized via layered control mechanisms such as access control systems, encryption technologies,
monitoring tools, and incident response frameworks. This approach is institutionalized through standards such as ISO/IEC
27001, which frames security as a continuous risk management process, and ISO/IEC 27002, which provides a
comprehensive catalogue of technical and organizational controls.

In parallel, digital preservation research emphasizes authenticity, provenance, and long-term accessibility. The OAIS
reference model (ISO 14721) and ISO 15489-1 establish foundational principles for maintaining the usability and
evidentiary value of records over extended periods, highlighting challenges such as format obsolescence, metadata loss, and
technological dependency.

A third dimension relates to regulatory and legal frameworks, particularly within the European context. The NIS2 Directive
mtroduces systemic cybersecurity obligations focused on governance accountability and resilience, while eIDAS provides
legal recognition for electronic signatures, seals, and timestamps as essential trust services for validating electronic
transactions and documents.

Emerging technologies, particularly blockchain, have been widely discussed for their potential to enhance transparency and
mtegrity in public registries. However, current literature increasingly acknowledges their limitations, especially regarding
long-term preservation, where evolving cryptographic standards and governance uncertainties pose significant risks.

Methodology

This study employs a qualitative, multi-method research design integrating legal analysis, comparative institutional
assessment, and technology evaluation to develop a comprehensive governance framework for information security and
digital preservation.

First, a formal-legal analysis 1s conducted to systematize the regulatory requirements governing electronic document
management, focusing on lifecycle processes such as creation, processing, transmission, storage, and destruction. This
analysis 1s grounded in national legal frameworks and aligned with international regulatory instruments.

Second, a comparative analysis maps these legal requirements to internationally recognized standards and frameworks,
including ISO 27001/27002, ISO 15489-1, OAIS (ISO 14721), NIS2, and eIDAS. This mapping enables the identification
of gaps, overlaps, and alignment opportunities within existing governance systems.

Third, a threat-informed analytical approach 1s applied, utilizing secondary data from global cybersecurity reports (ENISA,
IBM, Verizon) to identify dominant risk patterns affecting public-sector information systems. This allows for the integration
of empirical risk evidence into governance design.
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Fourth, a criteria-based evaluation of technological architectures is conducted, assessing various solutions—such as
centralized repositories, blockchain systems, and hybrid models—based on key criteria including evidentiary integrity,
mteroperability, scalability, cost-efficiency, and long-term validation capacity.

Finally, system-structural reasoning is applied to synthesize these findings into an integrated governance model that connects
legal, institutional, and technological components into a coherent framework.

Findings
The findings demonstrate that electronic document ecosystems in public governance are exposed to a complex spectrum
of risks that extend beyond purely technical vulnerabilities. These risks include:

e  Unauthorized access and data breaches

e  Data manipulation and integrity compromise
e System disruptions (e.g., DDoS attacks)

e Insider misuse and governance failures

e Longterm degradation of evidentiary value

A key insight 1s that these risks originate from hybrid failure modes, combining technological weaknesses with mstitutional
and procedural deficiencies. Consequently, effective mitigation requires an integrated control environment that
mcorporates:

e Identity and access management systems

o Cryptographic protection mechanisms

e  Continuous monitoring and auditability

e  (learly defined custody and authorization rules

e Preservation-oriented metadata and validation strategies

Furthermore, the analysis highlights that long-term digital preservation represents a distinct governance challenge, requiring
not only secure storage but also the ability to sustain evidentiary validity across technological transitions. This includes
maintaining compatibility with evolving cryptographic standards and ensuring reproducible validation processes.

Discussion

The results underscore the necessity of reconceptualizing information security and digital preservation as a unified
governance domain. Traditional approaches that treat these areas separately are insufficient in addressing the complex, long-
term challenges of digital recordkeeping.

The study also highlights the importance of interoperability as a critical success factor. Without standardized metadata
structures, open formats, and institutional coordination, preservation systems risk fragmentation and reduced accessibility.

Regarding emerging technologies, the findings support a cautious and evidence-based approach. While blockchain
technologies offer potential benefits for registry integrity and transparency, their limitations in long-term archival contexts
necessitate complementary solutions based on trusted digital repositories and standards-driven preservation models.

This study concludes that effective information security and long-term digital preservation in public governance require a
holistic, governance-oriented approach that integrates legal frameworks, institutional capacity, and technological
infrastructure.

The increasing intensity of cyber threats and the growing dependence on digital systems necessitate a transition from reactive
security practices to proactive, standards-based governance models. International frameworks such as NIS2, eIDAS, ISO
standards, and OAIS provide a coherent foundation for this transformation.

However, long-term preservation introduces additional complexities, particularly in maintaining evidentiary integrity across
technological change. This underscores the need for hybrid architectures that combine repository-based preservation with
supplementary integrity mechanisms.

Ultimately, sustainable digital governance depends on the ability to ensure that electronic records remain secure, accessible,
and legally valid over time, thereby preserving institutional memory, supporting accountability, and maintaining public trust.
Aims

The primary objective of this study is to construct a comprehensive and analytically robust governance framework for
strengthening information security and ensuring the long-term digital preservation of electronic documents within public
administration systems. The research seeks to integrate legal requirements, international standards, and empirically
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grounded cyber threat evidence into a unified conceptual model capable of sustaining evidentiary integrity, institutional
accountability, and operational resilience.

More specifically, the study aims to:

(1) systematize the regulatory and institutional foundations of electronic document governance;

(1) align national practices with internationally recognized standards, including ISO/IEC 27001, ISO 15489-1, OAIS (ISO
14721), NIS2, and eIDAS;

(1) identify and classify dominant threat vectors affecting public-sector information systems; and

(iv) evaluate alternative technological architectures for long-term preservation based on criteria such as integrity,
iteroperability, and sustainability.

Methodology

This research adopts a qualitative, multi-layered methodological design integrating legal analysis, comparative istitutional
mapping, and system-structural reasoning. The approach is grounded in interdisciplinary scholarship at the intersection of
iformation security governance, archival science, and digital policy (Castells, 1996; Borgman, 2015; Lemieux, 2016).

First, a formal-legal analytical method is employed to systematize the lifecycle of electronic document circulation, including
creation, processing, transmission, storage, and destruction, with a particular emphasis on integrity verification and
evidentiary validity. This stage draws upon national legal frameworks and aligns them with international regulatory
mstruments such as eIDAS and Convention 108.

Second, a comparative standards-based mapping 1s conducted to align institutional practices with globally recognized
frameworks, including ISO/IEC 27001 (information security management), ISO/IEC 27002 (security controls), ISO 15489-
1 (records management), and OAIS (ISO 14721) for digital preservation. This comparative approach enables the
identification of governance gaps and interoperability constraints (Hashim & Jones, 2022).

Third, the study incorporates a threat-informed analytical perspective, utilizing empirical data from ENISA (2025), IBM
Security (2024), and Verizon (2025) to identify dominant cyber risk patterns, including ransomware, DDoS attacks, and
msider threats. This aligns governance design with real-world risk environments (Behl et al., 2022).

Fourth, a criteria-based evaluation framework is applied to assess technological architectures (e.g., centralized repositories,
blockchain-based systems, hybrid models) using indicators such as evidentiary integrity, scalability, cost-efficiency, and long-
term validation capacity (Kshetri, 2017).

Finally, system-structural synthesis is used to integrate legal, institutional, and technological dimensions into a unified
governance model that ensures both operational security and long-term preservation.

Results

The findings demonstrate that public-sector electronic document systems operate within a high-risk, multi-dimensional
threat environment, where vulnerabilities arise not only from technological weaknesses but also from institutional
fragmentation and governance deficiencies (Von Solms & Van Niekerk, 2013).

Key threat categories include:
e  Unauthorized access and data breaches
e Data manipulation and integrity violations
e  Service disruption (e.g., DDoS attacks)
e Insider misuse and privilege abuse
e Longterm degradation of evidentiary value

These risks reflect hybrid failure modes, combining external cyberattacks with internal organizational weaknesses, thereby
necessitating an integrated governance approach that combines procedural and technical controls (Siponen et al., 2014).

Table 1

Integrated Threat-Control Governance Matrix for Public Electronic Document Systems

Threat Category | Impact on | Risk Control Domains | Advanced Mitigation | Standards
Governance Dimension Measures Alignment
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Unauthorized Loss of | Security / Legal | Access Multi-factor ISO/IEC
access & data | confidentiality, governance, authentication (MFA), | 27002,
breaches legal violations identity zero-trust architecture, | NIS2
management encryption
Data Loss of evidentiary | Legal /| Integrity Digital signatures, | eIDAS,
manipulation /| integrity Operational assurance, hashing,  blockchain | ISO 15489
tampering provenance anchoring (limited
tracking use)
System disruption | Service Operational Resilience Redundancy systems, | NIS2
(DDoS, Interruption, engineering, traffic filtering, disaster
cyberattacks) administrative continuity recovery protocols
failure planning
Insider threats Policy  wviolation, | Organizational | Monitoring, Privileged access | ISO 27001
data leakage accountability management,  audit
systems trails, behavioral
analytics
Data loss / | Permanent loss of | Strategic Preservation Trusted repositories, | ISO 14721
archival failure records architecture format migration,
OAIS workflows

Source: Author’s synthesis based on ENISA (2025), IBM (2024), Verizon (2025), ISO standards
Analytical Insight

This table demonstrates that information security is inseparable from governance structures, requiring integration across
legal, technical, and organizational layers rather than isolated I'T controls.

Table 2
Multi-Layered Trust Chain for Long-Term Digital Preservation
Preservation Layer Core Elements Strategic Function | Risk if Absent Implementation
Framework
Authenticity & | Metadata, origin tracking, | Legal traceability Loss of evidentiary | ISO 15489
provenance custody logs value

Integrity verification Digital signatures, hash | Protection against | Invalid records in | eIDAS

validation tampering court
Accessibility & | Format migration, | Long-term Technological OAIS
usability software compatibility usability obsolescence
Confidentiality & | Access policies, | Data  protection | Privacy breaches ISO 27002
lawful access encryption compliance
Resilience & | Backups, redundancy System continuity Data loss & | NIS2
recoverability downtime

Source: Author’s conceptual framework based on international standards

The results confirm that traditional approaches treating information security and digital preservation as separate domains
are no longer adequate. Instead, a holistic governance paradigm is required, integrating cybersecurity, legal compliance, and
archival science into a unified framework (Baskerville & Siponen, 2002).

Empirical evidence further supports this conclusion. According to IBM (2024), the global average cost of a data breach
reached USD 4.88 million, highlighting the systemic financial implications of inadequate security governance. Similarly,
ENISA (2025) identifies public administration as one of the most targeted sectors, emphasizing the urgency of resilience-
oriented policy design.

The findings also highlight the limitations of emerging technologies such as blockchain. While blockchain can enhance

transparency and integrity in transactional systems, its applicability in long-term archival preservation remains constrained
due to evolving cryptographic standards and governance challenges (Lemieux, 2016; Kshetri, 2017).
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To further substantiate the governance implications of information security and digital preservation, this study incorporates
empirical cyber risk indicators that reflect the evolving threat landscape affecting public-sector electronic document systems.
These indicators are not merely descriptive but serve as evidence-based justification for structural governance transformation
(Behl et al., 2022; Von Solms & Van Niekerk, 2013).

Table 3

Empirical Cyber Risk Indicators and Their Governance Implications
Indicator Reported Value Governance Interpretation Strategic Policy Response
Global average cost of | USD 4.88 million Cyber incidents produce | Institutionalize cybersecurity
data breach (IBM, 2024) systemic financial and | budgeting and risk governance

mstitutional disruption

Public sector targeting | Highest  targeted | Public administration systems are | Strengthen critical infrastructure
intensity (ENISA, 2025) | sector in EU high-value targets protection and service resilience
Ransomware prevalence | High frequency | Data availability and continuity | Implement segmented backups

(Verizon DBIR, 202)5) across sectors are under persistent threat and rapid incident response
mechanisms
Growth of  digital | Exponential Long-term preservation | Develop scalable and
records increase complexity increases interoperable archival systems
Insider threat | Significant Governance and human factor | Strengthen monitoring, training,
contribution proportion of | risks remain critical and accountability mechanisms
breaches

Source: Synthesized from IBM (2024), ENISA (2025), Verizon (2025), and related literature
Analytical Insight

The data demonstrates that information security governance is no longer optional but a structural necessity, requiring
Itegration into institutional strategy, budgeting, and policy frameworks (Siponen et al., 2014; AlHogail, 2015).

The study adopts a critical perspective on emerging technologies, particularly blockchain, within public governance systems.
While distributed ledger technologies (DLT) are frequently promoted as solutions for transparency and immutability, their
practical applicability in long-term archival contexts remains limited (Kshetri, 2017; Lemieux, 2016).

Blockchain systems offer advantages such as:
e Tamper-resistant transaction logging
e Decentralized verification
e  Enhanced transparency in registries
However, these benefits are contingent upon strict governance conditions, including:
o  C(learly defined legal frameworks
e Institutional accountability
e Access control mechanisms
More importantly, blockchain systems face critical limitations in long-term preservation contexts:
o Cryptographic obsolescence
e  Scalability constraints
e Lack of standardized archival frameworks
o  Uncertain legal admissibility over extended periods

These findings align with broader archival scholarship, which emphasizes that immutability does not equate to long-term
evidentiary validity (Rosenthal et al., 2005; Borgman, 2015).
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Table 4

Comparative Evaluation of Digital Preservation Architectures

Architecture Type | Core Strengths Structural Long-Term Recommended Use
Limitations Suitability Case
OAIS-based Comprehensive High mstitutional National  archives,
trusted repositories | preservation workflows, | cost and complexity long-term
metadata integrity, preservation
mteroperability
Records Operational efficiency, | Limited  long-term Y Administrative
management workflow integration validation capacity processes
systems (RMS)
WORM storage | High data immutability Lack of metadata and Yo High-integrity short-
systems contextual term storage
preservation
Blockchain-based Transparency, tamper | Governance and e Registry systems,
systems resistance cryptographic risks audit trails
Hybrid Balanced mntegrity + | Requires  advanced e High-value  digital
architectures preservation capabilities mteroperability governance systems
(repository + design
blockchain)

Source: Author’s synthesis based on OAIS, ISO standards, and recent literature

Key Finding

The analysis confirms that repository-centered, standards-based architectures remain the most rehable solution for long-
term digital preservation, while blockchain should be used only as a complementary integrity mechanism (Hashim & Jones,

2022).

The findings of this study reinforce the argument that public governance must transition from fragmented, technology-
centric approaches to integrated governance models that combine legal, institutional, and technological dimensions
(Baskerville & Siponen, 2002).

A critical insight is that long-term digital preservation is not a static technical function but a dynamic institutional capability,
requiring continuous adaptation to technological change, regulatory evolution, and emerging threats (Borgman, 2015).

Furthermore, interoperability emerges as a central determinant of system sustainability. Without standardized formats,
metadata schemas, and institutional coordination, digital preservation efforts risk fragmentation and eventual failure

(Rosenthal et al., 2005).

From a policy perspective, Furopean regulatory frameworks provide a coherent model for modernization:

e NIS2 emphasizes resilience, risk management, and accountability

o ¢IDAS ensures legal recognition of digital trust services

o  ISO standards provide operational and technical guidance

Together, these frameworks support a transition toward evidence-based governance systems that prioritize both security and

long-term validity.

This study contributes to the existing literature by proposing a multi-layered governance model that integrates:

1. Legal dimension - ensuring compliance and evidentiary validity

Institutional dimension - defining roles, responsibilities, and accountability
Technological dimension - implementing secure and interoperable systems

Preservation dimension - ensuring long-term usability and authenticity
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This integrated model advances beyond traditional approaches by recognizing that information security and digital
preservation are inherently interdependent domains.

Conclusions

Information security in public electronic document management should be conceptualized not as a fragmented set of
technical safeguards, but as a comprehensive governance system that integrates legal frameworks, institutional capacity,
organizational procedures, and advanced technological controls into a coherent and auditable structure (Baskerville &
Siponen, 2002; Von Solms & Van Niekerk, 2013). This systemic perspective reflects the evolving nature of digital
governance, where the protection of information assets 1s inseparable from broader issues of accountability, transparency,
and administrative legitimacy.

A central finding of this study is that long-term digital preservation introduces a distinct and structurally complex risk profile,
fundamentally different from short-term information security concerns. Unlike operational security, which focuses on
preventing immediate threats, long-term preservation must ensure that electronic records retain their evidentiary value
despite continuous technological change, including software obsolescence, format degradation, and cryptographic evolution
(Borgman, 2015; Rosenthal et al., 2005). This explains why many legal systems require additional safeguards—such as
redundancy mechanisms, format migration strategies, and, in some cases, parallel paper-based retention—for records
mtended to be preserved beyond a decade.

Empirical evidence further reinforces the urgency of adopting integrated governance approaches. Cyber risk reporting
consistently demonstrates that public administration is among the most targeted sectors globally, with increasing exposure
to ransomware, distributed denial-of-service (DDoS) attacks, and insider threats (ENISA, 2025; Verizon, 2025). Moreover,
the economic impact of such incidents—illustrated by the rising global cost of data breaches—highlights that information
security faillures have systemic financial, legal, and reputational consequences, rather than merely technical implications
(IBM Security, 2024). Consequently, disruption and extortion risks should be treated not as exceptional events but as
structural constraints on the reliability of e-government systems (Behl et al., 2022).

In this context, international standards and European regulatory frameworks provide a coherent and actionable pathway for
modernization. The NIS2 Directive strengthens governance accountability, risk management, and resilience across critical
sectors, emphasizing the need for proactive and systemic cybersecurity strategies. The eIDAS framework ensures the legal
recognition and interoperability of digital trust services—such as electronic signatures, seals, and timestamps—which are
essential for maintaining the authenticity and integrity of electronic documents over time. Complementarily, ISO standards
(e.g., ISO/IEC 27001, ISO 15489-1) and the OAIS reference model (ISO 14721) offer operationally implementable
architectures for managing information security and long-term preservation in an integrated manner (Hashim & Jones,

2022).

The study also provides a critical evaluation of emerging technologies, particularly blockchain. While distributed ledger
technologies can enhance transparency, traceability, and integrity in registry-based systems, their applicability in long-term
archival preservation remains limited due to challenges related to scalability, governance, legal admissibility, and
cryptographic sustainability (Kshetri, 2017; Lemieux, 2016). Therefore, blockchain should be understood as a
complementary integrity mechanism, rather than a standalone solution for long-horizon preservation. A more viable
approach lies in hybrid architectures that combine trusted digital repositories with supplementary integrity verification
mechanisms.

Ultimately, the findings of this research underscore that sustainable digital governance depends on the ability to ensure that
electronic records remain authentic, accessible, secure, and legally valid across time. Achieving this objective requires
continuous institutional commitment, alignment with international standards, and the development of interoperable,
resilient, and audit-ready systems. In this sense, information security and digital preservation are not merely technical
challenges, but foundational pillars of modern public administration and democratic governance.
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